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Securing connections between people, applications, and networks

Secure Computing Corporation—over 20 years of security expertise

Secure Computing® has been solving the most difficult network and application security challenges for
over 20 years. With these award-winning solutions, we help our customers create trusted environments
both inside and outside of their organizations.

Sidewinder G2 Security Appliance—all-in-one network and application protection

Enterprise network security is continuously at risk with threats that increase daily in frequency and
complexity. The multi-functional Sidewinder G2™ Security Appliance from Secure Computing protects

your organization from many of these threats, and keeps your valued network and application resources
safe and available for the proper users to access. The Sidewinder G2 system consolidates the widest
variety of security functions available in one system, tightly integrated in the industry’s most trusted
“After years of considering simple operating system, SecureOS®, which has never been compromised. Moreover, Sidewinder G2 delivers

access control ‘good enough,” many central, easy management for IT professionals, thereby greatly reducing the number of security systems
security managers are demanding
granular and powerful application-
layer controls...”

you must buy, deploy, learn, administer, update, and depend upon for your perimeter protection.

Sidewinder G2 includes the strongest firewall in the world, and it delivers unprecedented application
intrusion prevention. Loaded with Application Defenses™, the system includes anti-spam and anti-virus

Joel Snyder
Information Security Magazine engines; protocol anomaly protection; a secure e-mail, Web, and DNS gateway; IPSec VPN; intrusion
March 2004 detection with automated response; outbound Web access filtering; SSL termination, and clientless

VPN access.

Sidewinder G2 scales from a single system deployment, to a five-system cluster, to hundreds of
distributed systems managed centrally with its complementary Sidewinder G2™ Enterprise Manager
system, which delivers single-point policy management and a simple Power-It-On!™ deployment.
Supporting gigabit throughput rates and millions of concurrent connections, Sidewinder G2 offers the
best price/performance and strongest Application Defenses protection available today.

For more about Sidewinder G2, visit www.sidewinder.com.

SmartFilter products—successfully monitor and manage outbound Web access
Many organizations realize that unchecked access to Web content can cause security risks, legal liability,
loss of productivity, and drains on network bandwidth. SmartFilter® products enable organizations to
understand, and monitor their Internet use, while taking effective steps to provide appropriate control
over outbound Web access. Secure Computing’s filtering solutions include:

e SmartFilter®: used by one out of every five Fortune 500 companies to safequard work
environments from offensive content, limit legal liability, and protect against malicious code
that can enter networks when employees use the Internet.

e Bess®: the #1 choice for K-12 schools to cost-effectively protect students from inappropriate
or illegal Internet content. CIPA compliant and easy to use, Bess delivers the only true
education-centric filtering solution in the business.

“We are very happy with the
accuracy of URLs, categorization,
and extensive reporting.” At the heart of these filtering products is a database of over six million Web sites organized into 62

categories for granular and flexible policy enforcement options. This database is carefully screened and
Barbara Pettygrove

Information Security Analyst .
Blue Cross Blue Shield of Kansas languages worldwide.

continually updated by the industry’s most experienced team of analysts, reviewing Web sites in over 60

Powerful reporting capabilities provide real-time monitoring, and drill-down capabilities, allowing an
organization to understand exactly how the Web is being used, and what types of sites are being
accessed by groups or individuals.
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“SafeWord won because of its
combination of solid token design,
effective management and easy
integration with Microsoft AD.”

Curtis Franklin, Jr. Network
Computing Magazine
May 7, 2004

“Whether it's a simple question

like how to enable something or |
need detailed instructions concerning
an upgrade or patch installation,
whenever | call | always get a

very knowledgeable person who
quickly sees my problem through

to resolution.”

Lou Puliafico
Network Engineer at Bourns Inc.
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SmartFilter products are easy to install and manage, and provide the widest range of deployment
options to fit any network environment. Many SmartFilter configurations run On-Box™ with the most pop-
ular proxy servers, caching appliances, and firewalls, providing unrivaled speed, reliability, and scalability.

For more about SmartFilter, visit www.smartfilter.com, www.securecomputing.com/goto/bess,
www.securecomputing.com/goto/sentian.

SafeWord strong authentication—verify who's accessing your networks
Passwords are one of the weakest elements in every network, and can be easily hacked, stolen, or
guessed. SafeWord® products eliminate these password risks for thousands of organizations worldwide
every day. SafeWord tokens generate new passcodes with every user login, ensuring that only trusted
users are accessing your networks.

The following SafeWord products are tightly integrated with Active Directory, install in minutes on
your existing hardware, and protect popular remote access applications:

e SafeWord® RemoteAccess™ protects all VPNs and RADIUS devices, Citrix, and Outlook Web
Access connections.

e SafeWord® for Check Point protects Check Point VPNs and systems, interoperates with the
Check Point user interface, and is OPSEC and SmartOPSEC certified.

e SafeWord® for Citrix® MetaFrame® is created for Citrix MetaFrame systems with web interface or
MetaFrame Secure Access Manager.

e SafeWord® for Nortel Networks protects Nortel Networks devices, and works with Nortel
Networks VPN Gateway 3050 and other Nortel Networks VPNs.

In addition, SafeWord® PremierAccess™ is a complete enterprise-level authentication and access
control system. It protects and controls access to Web, VPN, and many other network applications,
and supports a wide range of authenticators from tokens to smart cards to biometrics. PremierAccess
includes integrated PKI user authentication and role-based authorization, making it the most complete
authentication system on the market.

For more about SafeWord products, visit www.safeword.com

Receive superior network and security services

Secure Computing provides its award-winning service program, offering a full range of integration
services and training to assist you through a seamless implementation of our products. For more
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Internal users

information, visit www.securecomputing.com/goto/support.
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Secure Computing Corporation: www.securecomputing.com
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